Before the
DEPARTMENT OF COMMERCE
UNITED STATES PATENT AND TRADEMARK OFFICE

)
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)
Voluntary Best Practices Study ) Submitted August 21, 2013
)
COMMENTS OF THE

MOTION PICTURE ASSOCIATION OF AMERICA, INC.

l. PRELIMINARY COMMENTS

The Motion Picture Association of America, Inc. (“MPAA”) is pleased to provide these
comments in response to the Request of the United States Patent and Trademark Office for
Public Comments: Voluntary Best Practices Study (Docket No. PTO-C-2013-0036) appearing at
78 Fed. Reg. 37,210 (June 20, 2013).

The MPAA is a not-for-profit trade association founded in 1922 to address issues of
concern to the motion picture industry. The MPAA’s member companies are: Paramount
Pictures Corp., Sony Pictures Entertainment Inc., Twentieth Century Fox Film Corp., Universal
City Studios LLC, Walt Disney Studios Motion Pictures, and Warner Bros. Entertainment Inc.
These companies and their affiliates are the leading producers and distributors of filmed
entertainment in the theatrical, television, and home-entertainment markets. The MPAA’s
members produce, distribute, and own tens of thousands of extremely valuable copyrighted
works — works that, unfortunately, are subject to widespread piracy, resulting in billions of
dollars annually in financial losses and undermining legitimate business models.

The MPAA’s members employ various strategies and tactics to combat such piracy,
which include efforts aimed at educating consumers about intellectual property and piracy and
directing them to legitimate offerings, as well as targeting, through appropriate legal means,
enterprises seeking to enrich themselves at the expense of content creators and owners. In
particular, MPAA members focus on making their works available to consumers in a wide
variety of formats, on various platforms, at different price points, to meet consumer demand. In
addition, they employ digital rights management technologies to thwart unauthorized copying.
They make extensive use of the notice-and-takedown process set forth in Section 512 of the
Digital Millennium Copyright Act. They bring copyright infringement lawsuits in federal court.
They refer particularly egregious commercial infringers to law-enforcement authorities. And, as



relevant here, they engage in a variety of cooperative, voluntary initiatives with participants in
the Internet ecosystem.

To achieve its important societal goal of encouraging creativity — by acting as the “engine
of free expression”1 — it 1s necessary that the copyright system include “appropriate enforcement
mechanisms to combat piracy, so that all stakeholders benefit from the protection afforded by
copyright.”? Thus all players in the Internet ecosystem — copyright owners, as well as the various
intermediaries that facilitate online commerce and speech — have a responsibility and must play a
meaningful role in addressing the problem of rampant piracy on the Web. This is not only true as
a matter of law; it is also a matter of corporate ethics and an acknowledgment that stakeholders
whose systems, networks and services are used by unrelated third parties to commit wrongdoing
are oftentimes best placed to assist in the prevention of that harm.

One form of such cooperation with other players in the ecosystem is taking commercially
reasonable, technologically feasible steps to help curb copyright infringement. Therefore, as a
general proposition, the MPAA supports — and urges the PTO and other government entities to
encourage all relevant parties to support — cooperative, voluntary initiatives. Such initiatives,
which range from precatory sets of “best practices” (which can be either unilateral or negotiated
among various parties) such as the UGC Principles® to formal, binding agreements (such as the
Copyright Alert System*), can, in certain circumstances, improve upon default legal standards
(such as the DMCA), and are often preferable to expensive, contentious civil litigation and
criminal enforcement actions. But, as we detail below, cooperative, voluntary initiatives are not a
panacea, and they are not appropriate to address all forms of piracy. Some voluntary initiatives
work well; some have more modest success; and some are simply not effective. As noted below,
some players, such as major Internet service providers, via the Copyright Alert System, and user-
generated content sites, via the UGC Principles, have shown admirable willingness to enter into
voluntary agreements and take concrete and effective anti-piracy measures, and should be
applauded for the constructive roles they have played. Unfortunately others, such as the major
search engines, have largely refused to take a proactive role in addressing the problems of illegal
activity online.

Voluntary initiatives like the ones described below are, and will remain, a complement to
— not a substitute for — other anti-piracy initiatives. And it must always be remembered that,
when negotiating voluntary agreements, the parties are always bargaining in the shadow of the
law. In other words, a party’s willingness to commit to a particular practice will depend to a
significant degree on what it perceives to be the legal consequence (or lack thereof) of
continuing its current course of action, and not committing to any voluntary agreement. Thus

! Harper & Row, Publishers, Inc. v. Nation Enters., 471 U.S. 539, 558 (1985).

% The Department of Commerce Internet Policy Task Force, “Copyright Policy, Creativity, and Innovation in the
Digital Economy,” Message from Secretary of Commerce Penny Pritzker, July 2103, available at
http://www.uspto.gov/news/publications/copyrightgreenpaper.pdf.

3 See infra, Section II.E.

* See infra, Section 11.A; see also comments submitted by the Center for Copyright Information.
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improvements in the law are likely to encourage recalcitrant players to engage in voluntary
initiatives.

MPAA details below several of the specific initiatives in which it, its members, and other
copyright owners have participated in recent years.

1. SPECIFIC INITIATIVES IN WHICH CONTENT OWNERS ARE INVOLVED

A. Copyright Alert System

The Copyright Alert System (“CAS”) is a program to address one specific form of piracy:
the use of peer-to-peer networks to download and distribute movies, television shows, and music
over the Internet (sometimes referred to as “file-sharing”). The participants are the major movie
studios (via the MPAA) and record labels, a large group of independent movie producers and
record labels, and five major U.S. ISPs (Comcast, AT&T, Verizon, Cablevision, and Time
Warner Cable). Under the CAS, copyright owners scan publicly-accessible peer-to-peer
networks to detect unauthorized distributions of their works, and then send notices of such
infringements to the ISPs through which these works are being made available. The ISPs then
send “Copyright Alerts” to the subscribers associated with such infringing activity. The first
alerts are purely educational, informing the subscriber that he/she has been detected engaging in
suspected copyright infringement, and providing instructions on how to stop, as well as
information about where to legally access movies and music online. But if the subscriber persists
in his/her wrongdoing, later Alerts will impose “Mitigation Measures,” which may, depending
on the particular ISP, include temporary slowing of Internet access or suspension of service
pending completion of an online course or contact with an appropriate ISP representative. At no
time is the subscriber’s personal information provided to the copyright owners, and the system
includes a dispute-resolution system administered by the American Arbitration Association
known as the “Independent Review Program” through which subscribers may challenge
Copyright Alerts that they believe were sent in error.

The CAS launched in February 2013, and the participants — including the Center for
Copyright Information (“CCI”), the body established to administer the program — are only now
beginning to evaluate the results. While it is too soon to comment on the efficacy of the CAS,
MPAA will consider the program a success if it fulfills its goal of educating the public about
illegal distribution and downloading of copyrighted works, reducing the prevalence of such
activity, and ultimately encouraging users to shift from the use of illegal peer-to-peer services to
legitimate sources of content, including the hundreds of legitimate digital services that currently
distribute content online.” The MPAA and its members are also hopeful that the CAS will serve
as a stepping-stone or model for similar cross-industry collaborations to address forms of piracy
other than peer-to-peer downloading and distribution.

® Additional information about the CAS and CCI may be found at http://www.copyrightinformation.org/.
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B. Advertising Networks

The past 15 months have witnessed three significant announcements by players in the
online advertising ecosystem in the U.S. meant to address the problem of advertisements placed
on sites engaged in piracy:

e On May 3, 2012, the Association of National Advertisers (“ANA”) and
the American Association of Advertising Agencies (“4As”), with the support of the
Interactive Advertising Bureau (“IAB”) released a Statement of Best Practices that
“encourages all marketers to take affirmative steps to address the serious problems of
online piracy and counterfeiting.” ® The statement specifically advises marketers to
include language in their contracts and insertion orders to prevent ads from appearing
on “rogue” sites dedicated to infringement of others’ intellectual property rights. As
the MPAA stated upon the announcement, “This is a major step forward by the
associations representing online advertisers and marketers to help ensure that their
ads are not unintentionally providing financial support and credibility for online sites
whose primary purpose is to steal and market intellectual property.”

e Only July 15, 2013 several major participants in the online advertising
ecosystem, including Google, Yahoo, and AOL, with the support of the IAB,
announced a set of best practices to address the problem of advertisements placed on
sites engaged in piracy.” While we appreciate the recognition by ad agencies,
networks and others of the problem, and applaud the support of the Administration’s
Intellectual Property Enforcement Coordinator for initiatives such as this, we are
disappointed in the particular set of best practices announced in July, which we
consider merely an incremental step forward that addresses only a narrow subset of
the problem and places a disproportionate amount of the burden on rightsholders.
Absent meaningful proactive steps by players in every sector — advertisers, ad
agencies, ad placement services, online ad exchanges and rightsholders — the results
will be similarly incremental. It is our hope that all parties will work together and
build upon July’s announcement. We encourage the Administration to continue its
leadership and convene a meaningful and transparent multi-stakeholder process, with
a goal of developing a comprehensive and effective response to significantly reduce
the presence of legitimate advertising on illegal Internet sites. We especially
encourage an approach that would incorporate information from independent third-
party organizations such as DoubleVerify®, Integral Ad Science®,Veri-Site'® and
whiteBULLET regarding the amount of infringement on particular sites, enabling

® See http://www.aaaa.org/news/press/Pages/050312_online_piracy.aspx (press release); see also
http://www.aaaa.org/news/press/Pages/050312_online_piracy.aspx (text of best practices).

7 See http://www.2013ippractices.com/

8 See http://www.doubleverify.com/

% See http://integralads.com/

10 See http://www.veri-site.com/

11 See http://www.white-bullet.com/
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advertisers, ad networks and others to make informed decisions about where their ads
should appear, thus avoiding placement on sites with high levels of infringement.

e Lastly, on July 25, 2103, the IAB announced its “Quality Assurance
Guidelines 2.0.”* Unfortunately, these guidelines are largely toothless when it comes
to copyright infringement. While the QAG states expressly that “[c]omplaints
regarding QAG non-compliance may affect certification ... IP infringement
complaints do not.” (emphasis added). That is so even though another section of
QAG sets forth a “prohibition” on sale of ad inventory on “copyright infringement”
sites. Moreover, as with the Google/Yahoo/AOL best practices referenced above,
MPAA and its members were also disappointed that these best practices place nearly
all of the burden of ensuring that ads do not appear on sites dedicated to piracy upon
rightsholders, and do not adequately encourage other players in the ecosystem to
assume their share of responsibility for addressing the problem.

In addition to these examples in the U.S., major rightsholders and players in the online
advertising ecosystem in the U.K. have entered into voluntary agreements intended to combat the
problem of advertising on sites that contain large amounts of infringing material. Pursuant to the
program, rightsholders (represented by the Federation Against Copyright Theft, of which MPAA
is a member; the British Phonographic Industry; and the Publishers’ Association) submit
evidence of infringement to the National Fraud Intelligence Bureau (“NFIB”), a division of the
City of London Police. Once NFIB is satisfied that the submitted evidence meets criteria set forth
in the agreements, they may attempt to contact the site operators and ask them to address the
infringements.*® Also, NFIB will, after allowing time for the site operators to respond, provide a
register of the targeted websites to representatives of entities within the U.K.-based advertising
ecosystem in the hope that this will encourage brand owners, advertisers and those who
purchase advertising for them to address the concerns. Although this is a small pilot program in
its early days, initial results look promising in terms of responses from website operators as well
as a reduction in the volume and variety of advertising observed on a number of the sites, and
this may prove to be a useful model for the U.S. to observe.

The varying strengths of these sets of best practices demonstrates that all voluntary
initiatives must be evaluated on their own merits; to say as a general matter that voluntary
initiatives are generally a good thing is not to say that any particular voluntary initiative will be
effective.

C. Payment Processors

Payment processors remain a lynchpin in helping to reduce potential financial gains by
the operators of infringing websites. Well-documented and oft-publicized voluntary efforts
between rights-holders and payment processors have resulted in the creation of new relationships

12 See http://www.iab.net/about_the_iab/recent_press_releases/press_release_archive/press_release/pr-072513 (press
release); see also http://www.iab.net/media/file/QualityAssuranceGuidelines7252013.pdf (Quality Assurance
Guideline Version 2.0).

13 See BBC, “London police start to target pirate websites,” June 4, 2013, available at
http://www.bbc.co.uk/news/technology-22768850
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among interested parties, and we applaud the IPEC’s efforts to facilitate and encourage these
efforts. Consequently, the creation of both systems and processes for addressing the issues have
produced meaningful results, at least with respect to sites that traffic in counterfeit hard goods
(e.g., pirated DVDs and Blu-ray discs). We have also seen some positive results with respect to
sites that traffic in illegal devices and software that circumvent technical protection measures,
although our experience with respect to cooperation in that area has been more mixed. In
addition to more consistent cooperation, we would like to see greater leadership from the major
credit card networks on the problem of so-called “cyberlockers,” which are a category of rogue
sites engaged in digital piracy that are typically supported by paid subscriptions. The MPAA and
its members continue to engage in dialogue with the card networks and other payment processors
and welcome greater and more effective measures that can be taken with respect to cyberlockers.
Due to the pivotal position that payment processing holds in regards to the online ecosystem,
both the MPAA and payment processors must maintain vigilance in this important area while
expanding their efforts to address new forms of copyright infringement as they arise.

D. Search Engines

Search engines represent an obvious and pivotal presence within the online ecosystem.
Search plays an important role for those seeking out content — including infringing content — as
both a discovery and navigational tool. Many users find infringing content through search
engines when they were simply looking for that content — quite possibly from a legitimate
source. However, “free” options are highlighted for the user, both in suggested search terms (like
autocomplete) and in the search results themselves. When one considers the discovery aspect of
search — a significant number of users first find a rogue site through search but then navigate
directly to that site upon subsequent visits — the importance of search as a contributor to internet
piracy becomes clear. Unfortunately, search engines have thus far failed to undertake sufficiently
effective action to address their role in directing users to infringing (and otherwise illegal)
content. To give one prominent example, Google, the search engine with by far the largest
market share, announced in August 2012 that it would alter its search algorithm to begin
factoring in takedown notices for Google links to infringing content when displaying search
results, i.e., the more takedown notices that Google received leading to infringing content on a
particular site, the lower the site would be listed in Google search results, lessening the chance
that users would click on links to that site. While at the time we applauded Google’s
announcement as a step in the right direction, unfortunately the results to date have been
disappointing; the evidence demonstrates that Google’s algorithm change has not resulted in a
demonstrable down-listing of pirate sites. *

MPAA and its members have shared their concerns with search engines. To date
however, the search engines have not undertaken the range and depth of efforts required to

4 A study by the Recording Industry Association of America concluded, “Six months [after the announcement of
Google’s algorithm change], we have found no evidence that Google’s policy has had a demonstrable impact on
demoting sites with large amounts of piracy. These sites consistently appear at the top of Google’s search results for
popular songs or artists.” See Recording Industry Association of America, “Six Months Later — A Report Card on
Google’s Demotion of Pirate Sites,” Feb. 21, 2013, available at http://76.74.24.142/3CF95E01-3836-E6CD-A470-
1C2B89DE9723.pdf.
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address these concerns adequately, despite the fact that the leading search engines have
repeatedly stated that the theft of intellectual property is a serious problem.*

E. User Generated Content Sites

In October 2007, a number of leading producers of audiovisual content (including several
of the MPAA’s members) and operators of websites that host user-generated content (“UGC”)
signed on to the “Principles for User Generated Content Services” (the “UGC Principles”) to
address the problem of infringing content hosted on UGC services.'® Most significantly, the
UGC Principles call on UGC sites to implement automated filtering technologies that block the
upload of infringing material. From content owners’ perspective, the use of automated filters is a
major improvement over the baseline DMCA notice-and-takedown system, which often results
in the re-posting of infringing content immediately after it is removed. The promulgation of the
UGC Principles has played a major role in the widespread adoption of filtering technologies by
responsible UGC sites. Even sites that have not themselves signed on to the UGC Principles —
most prominently YouTube — have nonetheless deployed filters to identify copyrighted content,
providing the rightsholders with the option to block or monetize the content and share revenues.
MPAA thus believes that the UGC principles have played a major role in making adoption of
filtering technologies a widespread industry practice, not just in the U.S. but also in international
territories like China. We encourage the administration to advance the successful and balanced
framework of the UGC Principles in its international outreach efforts, especially to encourage
similar progress in Russia.

F. Domain Name Registration

Although voluntary initiatives have met with some success domestically, the global
nature of the Internet continues to pose challenges for US copyright holders. Notably, the U.S.
Government (through NTIA) committed in the 2013 Joint Strategic Plan for Intellectual Property
Enforcement to work with the Internet Corporation for Assigned Names and Numbers
(“ICANN”) — a private sector, non-profit global organization — to improve the new generic top-
level domain (“gTLD”) program, including through “mechanisms for intellectual property
protection.”

ICANN recently adopted a resolution requiring safeguards to address the problem of
Registered Domain Name Holders engaging in practices that are illegal or harmful to Internet

'3 In addition to the down-ranking of sites based on infringement notices described above, other steps MPAA
believes search engines should undertake to address their role in directing traffic to infringing material would
include: 1) de-indexing (i.e., not listing in search results) sites substantially dedicated to infringement; 2) de-
indexing multiple infringements of the same content on the same site; 3) providing “red light” warnings about rogue
sites to warn users on the search results page before they permit them to click links they provide to rogue sites
(similar to the system Google currently uses to warn users of links to pages that may contain malware); and 4)
adjusting “autocomplete” and related features so that they don’t suggest queries that lead to rogue sites.

18 See http://www.ugcprinciples.com/

17 See http://www.whitehouse.gov/sites/default/files/omb/IPEC/2013-us-ipec-joint-strategic-plan.pdf
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users, including copyright infringement.*® Although implementation is still in the early stages,
MPAA remains optimistic that the new ICANN requirements will be an important tool for
combating copyright infringement on a more global level. Currently, content owners are
negotiating with new gTLD applicants over which safeguards are most appropriate and how they
should be implemented. ICANN enforcement will be critical to the success of the new gTLD
program, and it will be important to monitor the effectiveness of safeguards going forward.

1. HOWTO EVALUATE THE EFFECTIVENESS OF VOLUNTARY INITIATIVES

Here, MPAA responds to the questions listed under “Supplementary Information™ at the
end of the Federal Register Notice.

1. How should “effectiveness” of cooperative voluntary initiatives be defined?

The definition of effectiveness of a voluntary initiative should be defined by the degree to
which the goals of the initiative have been met. For example, given the stated goals of the
Copyright Alerts System are to (1) educate consumers about the importance of copyright
protection and (2) help them find better ways to enjoy digital content, the effectiveness could
appropriately be defined as (1) decrease in consumer sharing of copyright infringing files; and
(2) increase in consumer accessing of legal digital content — ideally measured relative to a
“control” or what they would have been in the absence of the initiative. The latter clause is
important because the given metrics may increase or decrease due to other factors; correlation is
not causation. Research that best assesses the effectiveness of the initiative should isolate the
specific effects of the initiative from other environmental effects.

2. What type of data would be particularly useful for measuring effectiveness of
voluntary initiatives aimed at reducing infringement and what would that data
show?

The data used to measure the effectiveness of the initiative should also correlate to to the
goals of the initiative, and should measure whether the goals of the initiative have been met. In
the case of “supply” focused initiatives, the measures can involve quantifying changes in supply,
and also, potentially, corresponding changes in demand. In the case of “demand” focused
initiative, the focus would be on changes in demand for infringing content, and/or potentially
changes in demand for legal content. In the CAS example above, the data collected could involve
the number of consumers sharing infringing files, the number of infringing files shared,
bandwidth consumed by infringement, as well as the number of consumers accessing legal
digital content, and/or the amount of legal digital content being accessed, or some derivation.
Given the ideal is to measure these metrics relative to a “control” or what they would have been
in the absence of the initiative, where possible data should be analyzed in areas that lend
themselves to this comparison, such as pre- and post-implementation data, data for other non-
affected but comparable jurisdictions, etc. The nature of this data will depend on the initiative.

3. If the data is not readily available, in what ways could it be obtained?

18 See NGPC Resolution, June 25, 2013, http://www.icann.org/en/groups/board/documents/resolutions-new-gtld-
25junl3-en.htm#2.c .
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The availability of the data, and the ways it could be obtained, will be highly dependent
on the nature of the metrics being tracked. By its nature, illicit behavior is often hard to measure,
but various approaches can be employed including surveys, panel measurement, direct
measurement in some cases, and sampling techniques. When evaluating measurement studies,
the nature and quality of the available data should be assessed. PTO should solicit comments and
input from industry and other subject matter experts regarding the accuracy and thoroughness of
these studies.

4. Are there particular impediments to measuring effectiveness, at this time or in
general, and if so, what are they?

The main impediments in general tend to be the availability of data and the existence of
the necessary conditions in the market to isolate the effects of the initiative in question (i.e., a
randomized or a natural experiment). Where there are a number of different initiatives and
conditions affecting the studied universe, identifying the causal effects of a particular initiative
can be challenging and an imperfect process.

5. What mechanisms should be employed to assist in measuring the effectiveness of
voluntary initiatives?

As stated above, various approaches can be employed to obtain data, including surveys,
panel measurement, direct measurement in some cases, and sampling techniques. Standard
statistical and econometric techniques can then be performed to analyze the data.

6. Is there existing data regarding efficacy of particular practices, processes or
methodologies for voluntary initiatives, and if so, what is it and what does it show?

While not specifically focused on voluntary initiatives, there is data regarding the
efficacy of similar initiatives such as:
e Notice-sending programs to file sharers: “The Effect of Graduated Response Anti-Piracy
Laws on Music Sales: Evidence from an Event Study in France.”
e Closure of websites providing major infringing content: “Gone in 60 Seconds: The

Impact of the Megaupload Shutdown on Movie Sales.”?°

An example of a voluntary initiative that has been found to not be as effective as intended:

e Search engine algorithm adjustment to take into account the level of infringement notices
that a site has received: “Six Months Later — A Report Card on Google’s Demotion of
Pirate Sites.””

19 See http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1989240

20 See http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2229349

2! See http://76.74.24.142/3CF95E01-3836-E6CD-A470-1C2B89IDE9723.pdf
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The MPAA appreciates this opportunity to provide our views in response to the Federal
Register Notice. We look forward to providing further input and working with the PTO going
forward.

Respectfully submitted,

Michael O’Leary

Senior Executive Vice President for Global Policy and External Affairs
Motion Picture Association of America, Inc.

1600 Eye St. NW

Washington, DC 20006

(202) 293-1966
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